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Tigera Case Study: Aldagi

Calico Enterprise empowers Aldagi to achieve
EU GDPR compliance

Aldagi, Georgia’s largest private insurance provider, wanted to enable 
customers to access its financial services online. To this end, they re-
architected their traditional VM-based applications to cloud-native 
applications. Using self-managed RKE clusters, Aldagi created distributed, 
multi-tenant applications to serve its broad EU customer base.

Challenge #1: Granular access control

Aldagi had many containers that were running a large number of Docker 
machines in a classic VM environment that were not isolated or controlled 
with security mechanisms. The traditional firewalls used in VM environments 
operated at the perimeter level and relied on fixed network addresses. 
Accessing a single workload also required access to the entire cluster. These 
are all factors that make it impossible to implement granular, workload-
level controls.

Challenge #2: Visibility and security controls for workloads with sensitive 
data

Aldagi handles a high volume of confidential data, which are stored in 
traditional databases behind FortiGate firewalls due to a compliance 
requirement to be on-prem. Because of this, Aldagi required a solution that 
could integrate with Fortinet products and allow the workloads to constantly 
access specific databases.

Background

Aldagi’s applications are distributed and multi-tenanted, so 
the company faced three major challenges when it came to 

achieving EU GDPR compliance.

Challenges

About
• Insurance provider

• Georgia

• 550 employees

• Serves individuals, SMBs, and 
enterprises

Goals
• Granular access control

• Visibility of and control over 
confidential data

• EU GDPR compliance

Solution
• Used Calico’s zero-trust workload 

access controls to deploy granular 
egress access controls at pod level

•  Utilized Calico’s Dynamic Service 
and Threat Graph to gain visibility 
and access security for workloads 
with sensitive data

•  Used Calico’s compliance features 
to meet EU GDPR audit requirements 
and achieve continuous compliance

Results
• Seamless integration of Calico 

Enterprise and Fortinet for task 
automation

• Application launch time was 
reduced from several days to only 
five minutes

• Achieved EU GDPR compliance and 
launched online insurance services

Challenge #3: Continuous compliance reporting and auditing

Similar to most compliance standards, EU GDPR requires proof of compliance. 
Organizations must also prove that compliance standards are upheld 24/7. To 
meet EU GDPR requirements, Aldagi required a mechanism that could monitor 
their applications nonstop and provide reports, logs, and status notifications 
on demand.
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Using Calico Enterprise, 
we were able to achieve 

EU GDPR compliance 
and securely deploy 
20 new cloud-native 

applications.

VASILI GRIGOLAIA
Vice President of Engineering, 

Aldagi

          Granular zero-trust workload access controls

Calico Enterprise provides zero-trust workload access controls to restrict the 
flow of data between individual pods in Kubernetes clusters and external 
resources. Using Calico, Aldagi’s teams can now manage and secure 
communication between workloads inside the cluster and with third-party 
services outside of the cluster.

          Visibility and security controls for workloads with sensitive data

With Calico’s Dynamic Service and Threat Graph, Aldagi’s teams now have 
visibility into the activity of each Kubernetes object within the cluster and see 
a visual representation of the effectiveness of deployed security policies. As 
for access security, Calico Enterprise’s universal firewall integration features 
a Calico-Fortinet integration and removes manual IP address management. 
Calico Enterprise enables Aldagi’s workloads to securely access customer 
databases located behind FortiGate, allowing the company to enforce security 
and compliance.

          Continuous compliance reporting and auditing

Calico offers the ability to automatically generate custom or common 
compliance report formats, including EU GDPR. The platform continuously 
monitors Aldagi’s environment for compliance and retains a daily history of 
compliance status. This enabled Aldagi to pull status reports and provide proof 
of continuous EU GDPR compliance.

Solution

Aldagi was able to achieve EU GDPR compliance and bring its online services 
to retail and corporate customers alike. According to Vasili Grigolaia, Vice 
President of Engineering, Aldagi, “adhering to compliance requirements and 
the ability to pull evidence reports in real-time has helped our teams operate 
without slowing down the roll-out of new applications.” Deployment only took 
two weeks, with “no surprises,” said Grigolaia. “The documentation is in-depth 
and complete. We actually did not consider any other solutions.”

20 new cloud-native applications were securely deployed within three months 
of deploying Calico Enterprise. Application launch time was reduced from 
several days to only five minutes, and the time needed to write firewall policies 
and rules was also significantly reduced. 

Results

Aldagi currently has a cluster of 8 nodes and intends to grow twice in size 
within a year, with plans to implement AWS EKS soon.

About Calico Enterprise

Calico Enterprise is the industry’s 
only self-managed, active Cloud-
Native Application Protection Platform 
(CNAPP) with full-stack observability 
for containers, Kubernetes, and cloud.

For more information, visit:  
https://www.tigera.io/tigera-products/
calico-enterprise/
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